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Root Cause Analysis Defined




Benefits of Root Cause Analysis

The benefits of root cause analysis include:

« Addressing underlying factors & systemic causes — not just a band aid on
the symptoms

Preventing reoccurrence of similar defects or problems

It is logical & systematic approach based on facts — focuses thinking
« Concentrating on product & process — helps eliminate blaming

* Promoting organizational learning

* |t can be applied to risks, as well as defects & problems
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Product Defects — When Introduced?

Types of Root Cause Opportunity
Analysis
@ When introduced? @ Prevention process
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When Introduced? — Pareto Charts

Purpose: To help identify areas that are causing the most problems.

Defects Interjected Per Process Step

Defects

Step D Step B Step A Step E Step C
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Defect Containment Effectiveness

Defect containment effectiveness: Used to evaluate the effectiveness of
defect detection techniques utilized during each phase of the software life
cycle.

Phase containment iIs calculated as:

# of defects found that were introduced in the phase x 100%
Total defect introduced during the phase
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Phase Containment Effectiveness — Example

Requirements:@/ 25)= 60%

Design:

Code:

29141 =71%
86/112 =77%

Phase Phase Detected Defect Was Introduced

Detected Regquirements Design Code

Regquirements (15 )"

Desidn \5/ 29

Code 1 7 86

Test 3 3 19

Field s aN 2 7

Total [ 25 41 112
NN
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Product Defects — What Types?

Types of Root Cause
Analysis

Opportunity

'II

P

@ What types?

@ Prevention & detection

process
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Using Check Sheets

Purpose: To create frequency distribution tally sheets.

Root Cause Frequency
Missing requirement ™Y 1
Ambiguous requirement TN TN T
Incomplete requirement N
Incorrect requirement ™S T

Contradictory requirement |11

Change to requirements not L1
communicated

Example: Check sheet for root cause analysis of requirements defects

found after the requirements phase.
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Product Defects — When Detected?

Types of Root Cause Opportunity
Analysis
] Qo
] Qo
@ When detected? @ Detection process
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Measuring Escapes
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Measuring Escapes

=
D
%ﬁc‘
75
3
Ve
0
7
2
v
\.o
7

;
; T
JAIRN
TR AR j%‘%\ Al

4
Y
7 =

v
3 ol |
3 2 3 e
o & ) @
Sc 2(? QQ
O = O n O o
(Dm m—- m—-
r—l-3 ~ O —~+ 3
D o ® S D ©
2 S 2 2
> M
gm gfn\ 3".
AER
N AR
fﬂe\fﬂ fie\fie\

¥
% &
JATRN
y JAIRS SRS
f%%wﬂ / 3%%\

Requirement A Design 1 Code

/%%\ Escapes% %Escapes Escapes =WESTFALLTEAM

JAN

[
[ 3




Measuring Escapes
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Measuring Escapes
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Defect Removal Efficiency (DRE)

Defect Removal Efficiency: Used to evaluate the effectiveness of defect
detection techniqgues utilized during each phase of the software life cycle

Defect removal efficiency is calculated as:

Number of defects found (removed) by the activity X 100%
Total number of defects present at the activity
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Defect Removal Efficiency — Example

Detection Phase Detected Defect Was Introduced
Technique Requirements Design Code
Requirements Review E:

Design Review 5 29

Code Review 1 3 54
Unit Testing 0 4 32
Integration Testing (B LEEELE 3 [ 13
System Testing 2 : |0 | ¢ 6
Operations i) : 2 7
Total 25 : 41 112
Design Review: (5+29) / =34 /51 ~ 67%
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Product Defects — What Component?

Types of Root Cause
Analysis

Opportunity

¢ What component?

@ Re-engineering
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Defect Prone Components or Features

Metrics: Pre-release & post-release defect counts for each component.

B Post-Release

O Pre-Release

Defects

L B =

A B C D Others

Software Component E WESTFAI.I. TEAM




Defect Density

Reinspect
() P

Defect Density (Defects Per KLOC)

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Module Number
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Product Defects — Similar Components?

Types of Root Cause
Analysis

Opportunity

9

.

@ Similar components?

@ Investigation
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Process
Correction
VS.
Corrective
Action

Root cause analysis
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Process Improvement Process

o Identify
Originator Issue &
Open CAR
______ __1______1_________. dentify | _ _ _ _ o __
Improvement
Quality Determine Develop Opportunity
; Root = Improvement
Action Team Cause Action Plan
Approval
Authority T
e e e e e N e N0 _
Analyze Propagate & Analyze
Improvement Aﬂﬂi:‘;g;t Results, |:'5ﬁt"ﬁﬂ"ﬂ"7-f Results,
Implementation ; Success mprovemen Success
P Team Action Flan ? Implementation 2
- Pilot Yes
Pilot —)  |mprovement H
Project Implementation
—————————————————————————————————————— —*— — e = -
Auditors Verify




ldentifying Process Issues — Examples

Process issues are identified in many ways, for example:

Performance of root cause analysis on one or more product defects
Problems identified during process implementation

Customer dissatisfaction

Negative trends or out-of-control states discovered using metrics
Nonconformances or negative observations from audits & reviews
Identification of poor performance during process assessments

|dentification of a waste during lean analysis
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Cause-and-Effect Diagrams

Purpose: To organize & graphically represent the causes of a
particular problem.

1 Management \ People
Unreallstlc Minimum
completion date application
experience
Inadequate test
resources ST
specialists
No risk management :
Ineffective
Defect
No formal inspection DSIEE
Test beds do not Drocess Processes
match user
configuration

No formal defect
tracking mechanism

Environment “ﬂ]d :WESTFALLTEAM




Process Type Cause-and-Effect Diagrams

Subcause C1 \
Subcause Al \

Subcause A2

%o
&
o

Subcause C2

Process Process |—» Process

Issue
Subcause D1
Subcause B1 Q
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Purpose: To organize ideas & define the ways in which ideas influence

Interrelationship Digraph

each other.
Coder Coder Don’t No time to
doesn’tdo a doesn’t bother to
i prepare
good job \ desk check prepare
Entry Too many Individuals | Don’t know
criteria not [7| defects come ) how to
checked / unprepared prepare
f F 3
repections | S I
y T understand ["~ I"SP_e‘?t'O"
focused : training
£ Reader not importance : :
ineffective
/ good at
paraphrasing
No trained
moderators
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Other Root Cause Analysis Tools

There are many other tools that can be used to determine root cause,
Including:

* Five whys technique

* Analyzing process flow diagrams

Fault tree analysis

Practitioner observations

Brainstorming

Nominal group techniques

e EtcC.
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Contact Information

fWestfallTeam

Partnering for Software Excellence

email: lwestfall@westfallteam.com
phone: 972-867-1172

Software Excellence Academy:
https://westfallteam.mykajabi.com
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