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“Data Is testing.”

-Jeff Fillegar, Solution Architect, Tricentis
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Challenges in achieving high levels of automation

Automated Execution Levels . e
High frequency of application changes 65%

2 Availability of test data and environments 48%
3 Lack of skilled and experienced resources 46%

Don't have the right automation tools 42%

5 Too many automation tools 39%
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How is test data impacting businesses today?

Manual effort spent on finding & creating test data

Testers in organizations also perform Test Data Management related tasks

Use scripting for test data generation

Companies who copy production data apply masking techniques e

‘ Complex end-to-end processes require test data to be in certain, well defined states

‘ Production data may be scattered, incomplete and difficult to obtain

‘ Test data may expire (e.g.: date, user age, contracts)

‘ Working in distributed environments and governing access to sensitive data
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Enterprise end-to-end testing (example)

Step 7
Steb 1 Step 3 - Step5 SR
Place ar?order Check product availability in Ship products when Eﬁ%ﬂggggmgl
(account) SAP Wholesale. Inventory is ready (SAP) Salesforce and

then transmitted ,
perform analysis

s BEg o
"'Er'eb}a'r'e'{e's}"'C'UStomer \ / w\ / w\ /

data (masked

i production data | —

, for customer & =

! product) ! =

! | ==

i E App backend

: E Step 2

! | " Step 4 Step 6

M = = ! gigbriirieecgsvgﬁgfrs Create sales order in Customer is billed
’ SAP using SAP

also validates email
sent to customer ID
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Strategies to test data management

A | B | C | b | E | F | G H 0 KL M N o0 P |
1| User Password Customer Materials
2 |testuserl t3stuser!l Elektromarkt Id MName Price Stock
3 |testuser? t3stuser!2 Elektromarkt M-08 Laptop Dell T30 890 120
4 |testuser3 t3stuser!3 West Supermarkets M-09 Laptop Dell T30 580 200
3 | M-10 Mouse XLK 5.8 1000
b | M-11 Keyboard i8 7 950
7 | eCommerce website SAP
8 —
9 | Sales orders detail Sales oders Shipping order Payment order
10 | Number ProductId Quantity Number Customer Date Status Number Date  Sales order NMumber Date  Shipping order
11| 43232 M-08 5 784 Elektromarkt 1/15/2021 Processed 9845 1/15/2021 734 2500 1/15/2021 9845
12 M-09 3 785 West Supermarkets 1/15/2021 Open 9846 1/15/2021 785 2501 1/15/2021 9846
13| 49233 M-09 6 786 Elektromarkt 1/15/2021 Closed 9847 1/18/2021 786 2502 1/18/2021 9847
14 M-08 8
15| M-10 9
16 | 49234 M-11 15
17| SAP and Salesforce

338 =C)

Plan Access Lock

You want to know in advance You don't want to You don't want other people

which data you need and the Create data every time to modify your data and

scenarios your data will cover. you use it. interfere with your tests.
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How to obtain test data? Manual

FILE HOME

Table Name: Header Re
Table_sqlbook_o Total Ro
[ Resize Table 52 Convert to Rangs Banded R

Properties Tools

Al 5

° A B C D E F G H 1
Challenges . ET BB B -
° 2 1002854 45978 2141 10/13/2003 NEWTON MA 02459 vi 190 3 3
3 1002855 125381 2173 10/13/2009 NEW ROCHELLE NY 10804 vi 10 1 1
4 1002856 103122 2141 6/2/2011 MIAMI FL 33137 AE 35.22 2 2
. . N 3 1002857 1303880 2173 10/14/2009 E RUTHERFORD NS 07073 AE 10 1 3
64% of manual effort spent on finding & creatin A — SH——
O p g g 7 1002887 106150 2173 10/15/2009 ROWAYTON T 06853 AE 10 1 X
teS t d a ta & | 1002888 27805 2173 10/15/2009 INDIANAPOLIS IN 46240 vi 10 1 1

Mask Production Data

Only 36% of companies who copy pl’OdUCtiOﬂ Production area Testing area Test automation
' data actually mask it

Clone Data Masked data Read/Update data

' GDPR enforces massive fines if Pll or sensitive data
is breached
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Consistently mask production data

= Read data structures from data source quickly & reliably
= Automatically recognize fields for data masking and synthetic values

= Subset data to save space and operate faster

R
e

Synthetization

= —IxF = =
1~ T-

T Data masking

Source Studio

Subsetting
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How to obtain test data?

Challenges:

‘ 64% of manual effort spent on finding & creating
test data

. Only 36% of companies who copy production
data actually mask it

' GDPR enforces massive fines if Pll or sensitive data
is breached

‘ Extracting production data is laborious, time-
consuming and complex. Data may be scattered,
incomplete or not possible to obtain

X Tricentis

FILE HOME AGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER DESIGN
TTTTTT Name: otTab der Row
Table_sqlboof veDuplicatess ~ —— 2 =% [%0peninRrowser [ Total Row
[} Resize Table 5 C to Rang Banded Row:

Properties Tools

B D

88 [orderid B customerid B c: ignid B3 orderdate B ci p

2 [ 1002854 45978 2141 10/13/2003 NEWTON MA 02459 vi
3| 1002855 125381 2173 10/13/2009 NEW ROCHELLE NY 10804 vi
4 | 1002856 103122 2141 6/2/2011 MIAMI FL 33137 AE
5 | 1002857 130980 2173 10/14/2009 E RUTHERFORD N 07073 AE
6 | 1002886 48553 2141 11/19/2010 BALTIMORE MD 21218 vi
7 | 1002887 106150 2173 10/15/2009 ROWAYTON cr 06853 AE
& | 1002888 27805 2173 10/15/2009 INDIANAPOLIS IN 46240 vi

Mask Production Data

Production area

Clone Data

Testing area

Masked data

Test automation
_—

Read/Update data



BILLING & INVOICING BALLING EDM PROFILES
i T —— MASTER DATA
Outsersing for Imasicing ERCH DEERCHZ[1-8) ERTPIINTERF ACE
DFKKZK DFKKZP . ! Biling dos header Biling dec nes s e
Payment kots Payment kot dats — — ——— T pletace
= =T EELHR = EELNR EELHR
KEYZL - FEYZL DPBEEL CPARTHER HELFELE _RIPIIERFACE ——————
FIREY s V=) VKONT TARIFTR = TRREIFNE FORMLILA e
CGPEEL JE— VERTRAG TR TYP
it s EFRE] I EADZ - ] FOEaaLILA,
DFRRZF vimd 0t e Mluliphe irest. biling THETANCE N _
Payment iol, D R U | dite registers — -
reconciston kev Cantrol detsis for — . LOGIEZEW _ EFLFRREA EFDRMULA
[rFal a o Bkl peRL EPROF ASS — INSTPMCH TRIGKMPTW
FIKEY. am FIREY B DFRKRAPT : ETTA Regasters - Prefiies. Profies formula inst. Fommuis rigners
Chesaring | revversal = BELZEILE Rate calegony profies - INSTAMCE N
tistory lines = OPEEL PF'RI::\FLE
DFRFee ALIGHL —— —
et ot DF KISUM e TOCIEW EPROFVERSHEAD EPROFVERSHE AD
e Pasting totaks Profie wersion Profie wersion
reconciiston ke STELG [ :
FIREY - H = FRR_INSTPLN_HIST) JE— EUILZW — —
KEYET s WF_STPLN_HEA] retslment pian i — Regster e
Instaliment plan history - - - Pol
fE— hesder OPBEL ETTIF [ETTIFN LOGIREW
Foetume ot E— _ RErU = REHUA JETTIFE TNT_ = EPROF WAL —————
ot ot ds DF RO el & Prefis values in Pociie e abeais
FIREY — CA document TFRROPR DFRRROF DFRROPW U Ceemann o rin indervals -
KEYERT -4 FEYERT | Feacer CA document A domament A desament TAREFART PROFILE = FROFILE
| FOSRA 4 FIREY QL iers e rep. dems ANLACE s STAT
OPBEL B OPBHEL 4 DPBEL I OPBEL CEBEL BIS — -
OFUPK - CPLUPK WHGHP Dev ';__lez - EEDMSETTL EEDMSETTLDOC | CDM SETTLEMEMT
FRIMARD FRRMAZE OPLEW -~ OPLIPW v S0 o regever Sardeert
Dunrineg Dunrieg OPUPZ . EOUTL_ASSIGN
higtory e ‘D"T‘_ OO Oulire contract
LAUFD — LAUFD Cutline contracts et
— {1 OF FRMRD DFRRMOPK oF FRMOF GFRRMOPT
LAE Ll Sampie CA Savgle CA Savpe CA Sample CA document
OPBEL |- . EASTL
document hasder docurment GAL iems docurment dems rep i —
b Inestadiation EEOMSETTLOOG
DFKKCOLL glsli-ﬁ e HEE =Rar | - cevoe VIR Hiandiar
\Calesian BT E— — Budget biling pan L-EI';ISNR I seiection variant
DPEEL B H TRRE ART
BECE = H ARLAGE
EEINEALS EARLH EEDMEETIL
DFRRCRP DF KRG Move it doc. ¢ doc p— Installation ETTP UNITPOD
Creditworthiness Creditwar for tonf. ecoount : Canbect — fine sboe Device: categary POD of Seitte. unit
tairs i ETNALSIEELEG - - | TARE YD ! mslasisl dets SETILUNIT
rastal arsar
BIE
ERLAGE - AR "EDE“"MCE
ABLEINH B
ERUN
ey
Billing orders
Premise TECHMICAL
s RELENH
Con E‘: 1"".'0" ?,;,ﬁr s VEIELLE - DATA PORTION
- - HALS H ENLAGE
FALS
EAELE EUINS LN
EUIHEAD
EREL Meter reading Innstadlation - i
BUSINESS MASTER DATA Vite: reading Py PaDs
it |- TNT_0 THT 0
H BRLAGE T
Pal inemal
— — CUSTOMER
PM EDISCOE] EDISCDOC 1is eesterresl 1D
LaA EGPLTX Discornection phjsd Discornscion pbjsd LEE THT U1 s
PM objedt loc o L-:In Device: bocations o | o EXT_UI
AT unchcacd kcafca iy DIECoRT EDMDC
TPLR = TP | ARLAGE EDEI TASHIMIFLOW EDEXTASKIDDC 1DOC headers
LA | TLCWAN "Whork ems for dsta 100G for dala ToCr
AT e kasks mochangs tasks
- FDRCITFRON ADRCITTCCE ADRCIT YRR CEXTASKID
Suicionanan N?:'?_st Franchiss pontads Diwisiar data Wheter reacding Lnis L'G'Dli';?ﬂ?im DEX TASKIDOC EDND4
EF for clies: T cifess Tt cises p— p— DO data
COUNTHY COUNTRY - TOUNTRY | TOUNTRY I COUNTHY ot e Cris p—— EDER TASRAEF [
CITY_CODE CITY COOE b Ciiv cooe || Civ cooe b—{  Ciiv_CODE : : P ol orid Data sxchangs task
CIiYe _COOE ABLEINA GRID_ID GRID_ID GRIO_ID d referen
STREET CODE CRID_ID DERTASHID -
EGRIDVL IHT LN H- DEXTASKEEFVAL |y __i;_'lf':‘;?c‘l:r
- - ADRSTRTHION ADORSTRTCL ADRSTRTHRAL Villags leesl [ : - .
ADRAETCO0E AORCITYFET AORSTREET Franchise contracts Division data Mieter neading units ol Grids EDERPROG EDESNWTOOCETER
Pastal codes Pastal districs Streets EADRSTRTGRID EGRIOH
| foroieeis | fir straeis for sivecis Grids 1o et | | BB | piycner - Dists emchange
CooWTEy 1 COURTRY COUNTEY COUNTRY I— COONTRY e SPEREME i enes Diats excfangs
FOST |- Fo=T _Cooe SIRI COOE ||  SiRi CODE | swwicooe || Sier CoDE | St cooe GRIO_D DEXFROC H | tesic proossses
REGIOHAL STRICTURE CITY_CODE CITY_CODE ABLEINH GRID_ID DISTRIBUTOR DENEASICPROC |—{ DENBASICPROGC
TITYe,_COOE CATYP_CODE
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How to obtain test data? Manually

FILE H ouT FORMULAS DATA REVIEW VIEW DEVELOPER DESIGN

Challenges: g R R e
- . - — s ————r - —
‘ 64% of manual effort spent on finding & creating L S — - —
& | 1002888 27805 2173 10/15/2009 INDIANAPOLIS IN 46240 vi 10 1 1
test data
Mask Production Data
‘ Only 36% of companies who copy production Production area Testing area e
data actually mask it =
S
- 29
=
Clone Data Masked data Read/Update data

' GDPR enforces massive fines if Pll or sensitive data
is breached

Generate Synthetic Data

= On-demand data
= Full compliance and security coverage
= More data flexibility and control over data

‘ Extracting production data is laborious, time-
consuming and complex. Data may be scattered,
incomplete or not possible to obtain
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File Formats

Support for different @ @ @ @ ’@

teChnOIOgleS Databases native

Data can be read and written Z Gl server ORACLE
from and to various different
technologies, databases, data
files, enterprise applications and
systems and message queues

Database API

@?Q PostgreSQL . mongo

Enterprise Applications

SAP4

Message Queues

WebSphere.
MQ

MSMQ
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Enterprise end-to-end testing (example)

E Prepare test
. data (masked
\ production data
' for customer &
i product)

Step 7
Place ar?order Check product availability in Ship products when Eiﬁgocyrﬁggggcgsl
i ready (SAP
(account) SAP Wholesale. Inventory is y (SAP) Salesforce and

then transmitted ,
perform analysis

&[] - ;_,ya

== Business requirements:
== , >
= Verify order against single product (common flow)
App backend
Step 2 = Verity order against multiple products

APl backend verifies
and retrieves order,
also validates email
sent to customer D

= Verify order against an invalid product
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Test Case Desigh- how to design test data?

How can you minimize testing effort but maximize business coverage?

Challenges: What to test?

Business Requirements
‘ Lack of coverage of business-critical areas

E.g.: Customers > age 85 cannot
receive insurance (invalid)

‘ High level of test effort, redundancy & duplication

High test maintenance, bloated test suites & cost
‘ intensive process

X Tricentis 16




Test Case Design- how to design test data?

Logical Structure

Organize test cases into a logical structure (given, when
then approach)

Tests that cover business logic to maximize risk coverage

Specify test cases wisely (StraightThrough, valid, invalid)
to maximize coverage

Manage test data

Effectively manage static test data

Generate tests based on all variations

Automatically generate all possible variations for your test
cases to avoid manual effort & reduce redundancy upon
changes to business/ application

it

X Tricentis

Checkout process

. Administration

I user

I Test stage

Given

Il Precondition

[l standard

B Process

B Product

[ Checkout

When

|:| Verification

[[] Success Message

[] payment Fee

[[] Total Price

Then

\4




Static vs Dynamic Data

Static data Dynamic Data
= Static Ul'inputs = System generated data
= Stateless = Stateful

G Customer Name: Hans

Address: 912 Nakatomi plaza

a Customer accoun{100256789Dhas been created.
| 20797016789 has been created.

Order: 53 Blue Jeans

9 Value of Shipment: 20 Billion USD

Security 30534178 has been created

e Security 30534178 has been assigned.

Other examples: Other examples:
« Vehicle Data «  Sales Order Number
 Insurant Data «  Quote Number
*  Product Data «  Qutbound Delivery Number (SAP)

X Tricentis



Enterprise end-to-end testing (example)

Step 7
Step 1 Step 3 ~ Step5 | |
Place ar?order Check product availability in Ship products when Eiﬁgoiﬁggggct'gl
(account & credit card) SAP Wholesale. Inventory is ready (SAP)  Generates Salesforce and

then transmitted Shipping perform analysis

18 [ e
salesforce
Customer w w
Prepare test | \/

. data (masked
\ production data |
| for customer & 1
i product) !

(=] | [—=]
App backend
Step 2 N Step 6
API backend verifies Create sales order in Customer is billed
----------------- ' and retrieves order, SAP using SAP
also validates email
sent to customer ID Generates Sales Generates

Order Payment Order

X Tricentis 19




Test Data Service - how to keep data
Stater| end-tO-EHd? Test are uploaded

in a central location

Challenges: ~ J\ /L

o . / N Web-based
‘ Lack of visibility and clear overview of where test [ i \ portal to
data is stored and maintained throughout testing \ @@ I o6 manage
@R /
S_~ & use test
data
‘ Difficult to keep data consistent as it gets = Users can lock or reserve
consumed in distributed team environments 7 data to prevent data from
-@ being consumed by users
in other test scenarios.
Lack of data consistency & synchronization Easily track changes made to data throughout
' end-to-end processes. Test data is kept
throughout complex end-to-end processes stateful, increasing team efficiency in
distributed environments.
a — .
_ . —' User authentication enables admins to govern access to
‘ Governing access to sensitive data -— data-sensitive repositories. This ensures compliance on
across teams X privacy and prevents security risk like breaches of test
data to unauthorized persona.
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TDS: keep data stateful across E2E processes

Changes reflected in TDS repository

SAP Sales Order
Step 4 - Generates Sales Order

Number Amount Status
Creates Sales Order o > | 49232 700 | Praypgssed
Process Sales Order (VLOTN)
Step 5 - Generates Shipping Order SAP Shipping Order
, Number Amount Status
Retrieve Sales Order 20097965 =00 oper
Create Shipping Order @ g
Step 6 - Generates Payment Order SAP Payment Order
Retrieve Shipping Order Number | Amount | Status
60260045 /700 Open
Create Payment Order @ >
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Recap: TDM Best Practices

Business requirements & end-to-end flow

= \What are you testing? What are the requirements?

= Gain knowledge & insight into the end-to-end flow (start with the end in mind)
Data-driven test scenarios

= Conceptually design tests before implementation, minimize test effort and maximize risk coverage
= StraightThrough scenarios / most common flow

= Negative scenarios (invalid values that verify proper error handling)
= Boundary conditions (data values at extremities)

= All other important functional flows defined in the requirements

= Methods to manage static vs. dynamic data

Data provisioning

= Methods to mask production data or use synthetic data generation
= Ensure compliance

Keep data stateful through a centralized repository

= Methods to lock/unlock data during testing

= User authentication and authorization for data-sensitive repositories
= Maintain clear view of consumption of data for end-to-end testing
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Where to go from here?

X Tricentis

Connect with us on LinkedIn or Email

Willber Barrios - w.barrios@tricentis.com

Simona Domazetoska - s.domazetoska@tricentis.com

Check out these Resources:

Wolfgang Platz - Enterprise Continuous Testing in a Flash

Forrester - A platform approach to testing

ISTQB: Worldwide Software Testing Practices Report

ISTQB®

Worldwide Software Testing
Practices Report
2015-2016
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https://www.linkedin.com/in/willber-barrios-1434244a/
https://www.linkedin.com/in/simonadomazetoska/
https://www.tricentis.com/blog/wolfgang-platz-on-enterprise-continuous-testing-video/
https://www.tricentis.com/resources/forrester-research-make-testing-more-adaptive/?leadId
https://www.istqb.org/documents/ISTQB_Worldwide_Software_Testing_Practices_Report.pdf

Thank Youl!
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