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1. Business Challenges

2. Enterprise End-to-End Testing Scenario

3. How to:

4. Resources

▪ Mask Production Data & Generate Synthetic Test Data

▪ Design Data-Driven Test Scenarios

▪ Keep Data Stateful End-to-End
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“Data is testing.”
-Jeff Fillegar, Solution Architect, Tricentis



Challenges in achieving high levels of automation
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Automated Execution Levels

Functional Test Cases = 16%
65%

48%

46%

42%

39%



How is test data impacting businesses today?

Manual effort spent on finding & creating test data

Testers in organizations also perform Test Data Management related tasks

Use scripting for test data generation

Companies who copy production data apply masking techniques

64%57%29%36%

Complex end-to-end processes require test data to be in certain, well defined states

Production data may be scattered, incomplete and difficult to obtain

Test data may expire (e.g.: date, user age, contracts)

Working in distributed environments and governing access to sensitive data
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Enterprise end-to-end testing (example)

Customer

Step 1
Place an order 

(account)

Step 2
API backend verifies 
and retrieves order, 
also validates email 
sent to customer ID

Step 3
Check product availability in 
SAP Wholesale. Inventory is 

then transmitted

Step 5
Ship products when 

ready (SAP)

Step 6
Customer is billed 

using SAP

Step 7
Export financial 
information to 
Salesforce and 

perform analysis

Prepare test 
data (masked 

production data 
for customer & 

product)

Step 4
Create sales order in 

SAP



You want to know in advance 

which data you need and the 

scenarios your data will cover.

Plan

You don’t want other people 

to modify your data and 

interfere with your tests.

Lock

You don’t want to 

create data every time 

you use it.

Access

Strategies to test data management



How to obtain test data?
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GDPR enforces massive fines if PII or sensitive data 
is breached

Only 36% of companies who copy production 
data actually mask it

64% of manual effort spent on finding & creating 
test data

Challenges:

Manually 

Mask Production Data

Production area

Clone Data

Testing area Test automation

Read/Update data Masked data



Consistently mask production data
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Source Target

Subsetting

Data masking

Synthetization

Studio

▪ Read data structures from data source quickly & reliably

▪ Automatically recognize fields for data masking and synthetic values

▪ Subset data to save space and operate faster

SuT



How to obtain test data?
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GDPR enforces massive fines if PII or sensitive data 
is breached

Extracting production data is laborious, time-
consuming and complex. Data may be scattered, 
incomplete or not possible to obtain

Only 36% of companies who copy production 
data actually mask it

64% of manual effort spent on finding & creating 
test data

Challenges:

Manually 

Mask Production Data

Production area

Clone Data

Testing area Test automation

Read/Update data Masked data



Complexity of Production Data today…
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How to obtain test data?
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GDPR enforces massive fines if PII or sensitive data 
is breached

Extracting production data is laborious, time-
consuming and complex. Data may be scattered, 
incomplete or not possible to obtain

Only 36% of companies who copy production 
data actually mask it

64% of manual effort spent on finding & creating 
test data

Challenges:

Manually 

Mask Production Data

Generate Synthetic Data

▪ On-demand data
▪ Full compliance and security coverage
▪ More data flexibility and control over data

Production area

Clone Data

Testing area Test automation

Read/Update data Masked data
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Data can be read and written 
from and to various different 
technologies, databases, data 
files, enterprise applications and 
systems and message queues

Support for different 
technologies

File Formats

Databases native

Database API

Message Queues

Enterprise Applications
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Enterprise end-to-end testing (example)

Customer

Step 1
Place an order 

(account)

Step 2
API backend verifies 
and retrieves order, 
also validates email 
sent to customer ID

Step 3
Check product availability in 
SAP Wholesale. Inventory is 

then transmitted

Step 5
Ship products when 

ready (SAP)

Step 6
Customer is billed 

using SAP

Step 7
Export financial 
information to 
Salesforce and 

perform analysis

Prepare test 
data (masked 

production data 
for customer & 

product)

Step 4
Create sales order in 

SAP

Business requirements:

▪ Verify order against single product (common flow)

▪ Verify order against multiple products

▪ Verify order against an invalid product



Test Case Design– how to design test data?
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High test maintenance, bloated test suites & cost 
intensive process

High level of test effort, redundancy & duplication

Lack of coverage of business-critical areas

Challenges:

How can you minimize testing effort but maximize business coverage?

What to test?

Business Requirements

E.g.: Customers > age 85 cannot 
receive insurance (invalid)

How to test the what?

▪ Data-driven test scenarios
▪ StraightThrough / Happy Path
▪ Given, When, Then approach
▪ Automatically generate tests



Logical Structure

Organize test cases into a logical structure (given, when 

then approach)

Tests that cover business logic to maximize risk coverage

Specify test cases wisely (StraightThrough, valid, invalid) 

to maximize coverage

Manage test data

Effectively manage static test data

Generate tests based on all variations

Automatically generate all possible variations for your test 

cases to avoid manual effort & reduce redundancy upon 

changes to business/ application

Test Case Design– how to design test data?

Given

When

Then

Model

Administration

Verification

Standard

Product

Checkout

User

Test Stage

Precondition

Process

Success Message

Payment Fee

Total Price

Checkout process



Static vs Dynamic Data

Order: 53 Blue Jeans

Customer Name: Hans

Address: 912 Nakatomi plaza 

Value of Shipment: 20 Billion USD

1

2

2

3

Security 30534178 has been created

Customer account 100256789 has been created.

Loan account 20797016789 has been created.

Security 30534178 has been assigned.

1

2

2

3

Other examples:
• Vehicle Data
• Insurant Data
• Product Data

Other examples:
• Sales Order Number
• Quote Number
• Outbound Delivery Number (SAP)

Static data 

▪ Static UI inputs 

▪ Stateless

Dynamic Data 

▪ System generated data

▪ Stateful
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Enterprise end-to-end testing (example)

Customer

Step 1
Place an order 

(account & credit card)

Step 2
API backend verifies 
and retrieves order, 
also validates email 
sent to customer ID

Step 3
Check product availability in 
SAP Wholesale. Inventory is 

then transmitted

Step 5
Ship products when 

ready (SAP)

Step 6
Customer is billed 

using SAP

Step 7
Export financial 
information to 
Salesforce and 

perform analysis

Prepare test 
data (masked 

production data 
for customer & 

product)

Generates Sales 
Order

Generates 
Shipping 

Order

Generates 
Payment Order

Step 4
Create sales order in 

SAP



Test Data Service – how to keep data
stateful end-to-end?
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Users can lock or reserve 
data to prevent data from 
being consumed by users 

in other test scenarios.

Easily track changes made to data throughout 
end-to-end processes. Test data is kept 

stateful, increasing team efficiency in 
distributed environments. 

User authentication enables admins to govern access to 
data-sensitive repositories. This ensures compliance on 
privacy and prevents security risk like breaches of test 

data to unauthorized persona.

Web-based 
portal to 

store, manage 
& use test 

data

Test are uploaded 
in a central location

Lack of data consistency & synchronization 
throughout complex end-to-end processes

Governing access to sensitive data 
across teams

Difficult to keep data consistent as it gets 
consumed in distributed team environments

Lack of visibility and clear overview of where test 
data is stored and maintained throughout testing

Challenges:



TDS: keep data stateful across E2E processes
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Creates Sales Order 

Retrieve Sales Order

Number Amount Status

SAP Sales Order

49232 700 ProcessedOpen

Number Amount Status

SAP Shipping Order

Step 4 - Generates Sales Order

Step 5 - Generates Shipping Order

Retrieve Shipping Order

Step 6 - Generates Payment Order

80027965 700 Open

Changes reflected in TDS repository

Number Amount Status

SAP Payment Order

60260045 700 Open

Process Sales Order (VL01N)

Create Shipping Order

Create Payment Order



Recap: TDM Best Practices
Business requirements & end-to-end flow

▪ What are you testing? What are the requirements?

▪ Gain knowledge & insight into the end-to-end flow (start with the end in mind)

Data-driven test scenarios

▪ Conceptually design tests before implementation, minimize test effort and maximize risk coverage

▪ StraightThrough scenarios / most common flow

▪ Negative scenarios (invalid values that verify proper error handling)

▪ Boundary conditions (data values at extremities)

▪ All other important functional flows defined in the requirements

▪ Methods to manage static vs. dynamic data

Data provisioning

▪ Methods to mask production data or use synthetic data generation

▪ Ensure compliance

Keep data stateful through a centralized repository

▪ Methods to lock/unlock data during testing

▪ User authentication and authorization for data-sensitive repositories

▪ Maintain clear view of consumption of data for end-to-end testing
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Where to go from here?

Connect with us on LinkedIn or Email

Willber Barrios – w.barrios@tricentis.com

Simona Domazetoska – s.domazetoska@tricentis.com
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Check out these Resources: 

Wolfgang Platz – Enterprise Continuous Testing in a Flash

Forrester – A platform approach to testing

ISTQB: Worldwide Software Testing Practices Report

https://www.linkedin.com/in/willber-barrios-1434244a/
https://www.linkedin.com/in/simonadomazetoska/
https://www.tricentis.com/blog/wolfgang-platz-on-enterprise-continuous-testing-video/
https://www.tricentis.com/resources/forrester-research-make-testing-more-adaptive/?leadId
https://www.istqb.org/documents/ISTQB_Worldwide_Software_Testing_Practices_Report.pdf


Thank You!
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